T he General Data Protection Regulation provides new tools and concepts such as Data Protection Impact Assessments, accountability and certification, but to a large extent retains the rationale of the Data Protection Directive for a principles-driven legislation. One of the cornerstones of both the reformed and new EU data protection legislation is the grounds for lawful processing. Much debate has taken place over consent and the conditions for a meaningful informed choice of the data subject, while other grounds have not been at the spotlight of academia and practitioners. The legitimate interest of the controller has been one of the least discussed legal grounds for lawful processing, with a few exceptions, mainly the opinion of the Article 29 Data Protection Working Party, despite its significance as equally binding ground for processing. This contribution analyses the concept of legitimate interest of the controller of art. 6 (f) GDPR in relation to art. 7 (f) of the Data Protection Directive 95/46/EC and the interpretations of the concept by the Court of Justice of the EU and the Article 29 Data Protection Working Party.
Introduction
The new EU legislation regulating the protection of personal data is finally adopted after a lengthy legislative process, which lasted nearly four years. The General Data Protection Regulation (GDPR) is a legal instrument of 99 Articles and 173 Recitals, directly applicable to all EU Member States of the European Union.
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The GDPR, which replaced the Data Protection Directive, aims to modernise and render more effective data protection law, aiming among others to respond to technological challenges and the risks emerging technologies pose to the protection of personal data. Fundamental rights concerns partly explain the reform. Protection of personal data received the status of a fundamental right in the EU with the adoption of the Lisbon Treaty. 3 . Another important concern is the need for enabling free movement of personal data, or, as Recital (10) of the Regulation provides, to 'remove the obstacles to flows of personal'. One of the cornerstones of the protection of personal data in that respect is the lawfulness of processing.
Lawfulness of processing is one of the fundamental principles relating to processing of personal data, established in art. 5(1) (a) GDPR, according to which: "Personal data should be processed lawfully, fairly and in a transparent manner in relation to the data subject". Article 6, provides six grounds for lawfulness of processing: consent of the data subject (6(1) (a)), legal obligation of the controller (6(1) (c)), performance of a contract (6(1) (b)), vital interests of the data subject (6(1) (d)), performance of a task carried out in the public interest or the exercise of official authority (6(1) (e)) and the legitimate interest of the controller (6(1) (f)). The GDPR requires that at least one of these six grounds applies in each data processing operation for the processing to be deemed lawful. The grounds are to a large extent same as the Data Protection
Directive 95/46/EC. Despite the numerous opinions and essays on other grounds, mainly relating to the conditions for a valid consent, the legitimate interest of the controller has not been at the spotlight. Some comments on the topic deal critically with this ground as a basis for lawful processing, sometimes going as far as to characterise the ground as a 'loophole' for the protection of personal data, for the reason of being flexible enough in comparison with some stricter or at least more straightforward requirements for the other grounds for lawful processing of art. 6 GDPR (and relevant art. 7 of the Data Protection Directive). While authorities and academics are in general hesitant to discuss in depth the legitimate interest of the controller ground (except for the Article 29 Data Protection Working Party opinion in 2014), this does not seem to be the case for actual practice and data controllers, which quite often rely on that ground. In parallel, data protection authorities, the independent supervisory authorities of the EU Member States responsible for supervising the application and compliance with the GDPR, will also make use of the two-year period to adjust to their new tasks and increased powers. 3 Art. 8 of the Charter of Fundamental Rights of the EU. This advancement of the status is often called 'constitutionalisation' of the right to protection of personal data. See De Hert, Paul, and Serge Gutwirth. "Privacy, data protection and law enforcement. Opacity of the individual and transparency of power." Erik Claes, Antony Duff, Serge Gutwirth (eds.) Privacy and the criminal law, Interentia, 2006, pp. 61-104. 4 For instance a paper published by the think-tank CIPL, which, based on insights shared by the industry participants of CIPL, identifies a list of current practices, where legitimate interest is used as a ground for processing. The paper highlights that "organisations in all sectors currently use legitimate interest processing for a very large variety of processing personal data and this trend is likely to continue under the GDPR". Centre for Information Policy Leadership (CIPL) Recommendations for Implementing Transparency, Consent and Legitimate Interest under the GDPR" May 2017, https://www.informationpolicycentre.com/uploads/5/7/1/0/57104281/cipl_recommendations_on_transparency_consent_and_legitimate_interest_under_ the_gdpr_-19_may_2017-c.pdf (accessed 20 May 2017) Taking into account the above, this contribution proposes a formalisation of the balancing act of art. 6(1) (f) GDPR. We propose three steps in this act: legitimacy of the interest of the controller, necessity of the pursued aim and the balancing of opposing interests of the controller and the data subject. We also discuss essential components of each step that help determine the outcome of the test. We argue that the legitimate interest of the controller ground is largely based on context and might significantly differ on a case-by-case level. The legitimate interest ground, is not a loophole in the new EU data protection law.
It is an equally important ground for legitimate processing. If misinterpreted or applied in bad faith the ground can be seen as too lenient or a loophole. The newly introduced accountability principle, the other principles of art. 5 GDPR and of course art. 8 and 52(2) Charter however set the proper framework for the grounds of lawful processing, including the legitimate interest of the controller or a third-party ground of art. 6(1) (f) GDPR.
The contribution is structured as follows: First, we briefly refer to the fundamental right to protection of personal data, enshrined in the Charter of Fundamental Rights and the conditions for interference to the right, set in art. 52(2) Charter. Section three presents the grounds for lawful processing in the Data Protection Directive and the criticism exercised on the legitimate interest ground. This section helps better understand section four, the transition from the Directive to the GDPR. Section four includes the main discussions in the preparatory works of the GDPR and the proposed conceptualisation of the legitimate interest of the controller ground of art. 6(1) (f). Following that, the fifth section provides an overview and analysis of the most relevant case law of the Court of Justice of the EU in relation to the legitimate interest ground, with the aim to shed light to the analysis. Last, section six provides examples of legitimate interest grounds and examines the 'suitability' of the ground in each of these cases. The contribution ends with conclusions which provide a summary of the discussion and reflections for the application of the provision. Limitations to the right are provided in art.52 of the Charter, which should be read in combination with art.
8(2). Limitations need to be provided for by law, respect the essence of the right, and be necessary and proportionate. The primary law of the EU therefore, already provides the framework in which a limitation to the right of art. 8 can take place. Due to the hierarchy of the EU legislation (primary, secondary law) and the fact that the EU data protection legislation has its legal basis in the EU primary law, including art.16
Treaty on the Functioning of the European Union (TFEU) and the Charter, any limitation cannot deviate, or go further than the conditions of art. 8 and 52 Charter.
European Convention of Human Rights and the proportionality test
Beyond the Charter and the European Union, the European Convention of Human Rights has long protected the right for protection of personal data, as an aspect of the right to respect for private life (art.
8 ECHR). Art. 8 (2) ECHR provides that by means of exception, interference with the right to respect for private life, is allowed under conditions. The article establishes a proportionality test to assess whether an interference is allowed. The interference has to be in accordance with the law ('legality'), have a legitimate basis ('legitimacy') and be necessary in a democratic society ('proportionality stricto sensu'). 5 The article provides exhaustively a list of broadly framed interests, which qualify to provide a legitimate basis for the interference to the right to respect for private life. These are national security, public safety, the economic wellbeing of a country, the prevention of disorder or crime, the protection of health, the protection of morals, the protection of the rights and freedoms of others. Even though the EU data protection legislation is not legally based on the ECHR, to which the EU is only one of the member-parties, we take notice of the significant influences of the Convention to the EU data protection law. is appropriate doctrine when conflicts between interests occur. 9 According to Alexy's theory, the Law of Balancing, balancing can be broken down into three stages:
"The first stage is a matter of establishing the degree of non-satisfaction, of, or detriment to, the first principle. This is followed by a second stage, in which the importance of satisfying the competing principle is established. Finally, the third stage answers the question of whether or not the importance of satisfying the competing principle justifies the detriment to, or non-satisfaction of, the first."
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Alexy in his theory refers to competing instead of conflicting principles. In the balancing, this would have consequences as to what the expected outcome of the assessment is. In conflicting principles, the conflict must be resolved in an "all or nothing fashion", whereas in the case of two competing principles, one Taking the analysis to the secondary law of the EU, the 1995 Data Protection Directive introduces the grounds for lawful processing ('criteria for legitimate data processing') in its art. 7. The criteria are listed exhaustively and severally ('or..or') . If at least one of the grounds is fulfilled, the data processing operation is allowed. 
Consent in art. 7(a) of the Directive
Art. 7(a) requires the unambiguous consent of the data subject. Much discussion has been revolving around the question of when the consent is unambiguous, whether it has to be active or passive action is also sufficient, how relevant is consent in the context of technological emergence and automated processing (e.g. big data). 17 By definition, consent includes several requirements. It has to be freely given, specific and informed indication of the data subject's wishes by which the data subject signifies his or her agreement for the processing of personal data relating to him or her. The Article 29 Data Protection Working Party (WP29) has provided practical guidance on the conditions of a valid consent. 18 Data controllers often rely on this ground, especially in the context of the Internet or mobile applications. An (even not legitimately acquired) agreement of the data subject itself often offers a false assurance to the controller of legality of the data processing. However, it is very important that all the conditions for the valid consent -including the possibility of withdrawal -are fulfilled. An agreement to data processing without proper information being provided in advance to the data subject is not valid, and a processing operation based 11 Harbo (2010) p. 166 12 The distinction between rights and principles is clarified in art. 51(1) of the Charter: "subjective rights shall be respected, whereas principles shall be observed". 13 Harbo (2010) The grounds 7(b) to 7(e) of the Data Protection Directive all require a necessity test, performed by the data controller. The Directive allows for processing of personal data only if processing is necessary either for the performance of a contract, or the compliance of the controller with a legal obligation, or the protection of the vital interests of the data subject, of for public interest. The necessity test is inevitably performed initially from the data controller himself, prior to the processing of the personal data.
19 Nevertheless, the decision of the controller to process personal data on the basis of the outcome of the necessity test is subject to administrative control from the supervisory (data protection) authority and judicial control from the competent courts. If the outcome of the necessity test is negative -this is that processing is not necessary -then there is no legal interest of the authorities to check the decision. However, if the outcome of the necessity test is positive, and the controller will start processing personal data, the lawfulness of processing is subject to control, as well as the ground (s) However, the provision does not provide pointers or criteria on how to perform the balancing.
Criticism
The Directive entrusted the EU Member States with the task of specifying conditions for the balancing such a guidance would be useful, the choice of the Commission as a competent body and the means of delegated acts, was criticised for several reasons. 34 One argument was that the vital decisions for the interpretation of the ground should not be left to an executive body, with limited competence for such task.
Instead the role of the WP29 in interpreting and providing guidance on the Directive could be continued by the European Data Protection Board in the GDPR.
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The European Parliament (EP) First Reading 36 reinstated the legitimate interest of the third party in the provision of art. 6(1) (f). The EP added a condition to the legitimate interest of the controller ground. This is the reasonable expectation of the data subject based on the relationship with the controller. 37 The EP also proposed the deletion of the provision on delegated acts of the Commission. An interesting proposed amendment of the EP was made regarding the processing of pseudonymous data. The Parliament suggested that the processing of such data should be presumed to meet the reasonable expectations of the data subject. 38 However, the WP29 strongly recommended omitting this phrase from the GDPR, as it could 'give rise to misinterpretation and could be understood as an exemption to the obligation of the controller to carry out the balancing test'. in art. 6 (1) (b). 40 The article provided a list of cases when a legitimate interest of a controller overrides the interests, fundamental rights and freedoms of the data subject as a rule. Proposed cases included in the list were processing of personal data taking place as part of the exercise of the right to freedom of expression, the media and the arts. 41 However, such a solution was not embraced by neither the regulators nor the industry as it would involve the risk of being 'misleading' and 'unnecessarily prescriptive'. 42 The industry advised against such a restrictive list arguing that it would not anticipate the trajectory of new technologies and business models. 43 The Council First Reading is very close to the final version, which we discuss in the following section. 
Lawful processing grounds under art. 6 GDPR
While a detailed analysis of the grounds of legitimate processing is beyond the scope of this Working Paper, it suffices to mention that the GDPR kept almost intact the list of criteria for lawful processing as we know if from the Directive. The new listing of grounds is contained in art. 6 of the Regulation: consent (art.
6(1)(a)), performance of a contract (art. 6(1)(b)), legal obligation of the controller (art. 6(1)(c), vital interests (art.6(1)(d)), performance of a task carried out in the public interest (art. 6(1)(e)) and the legitimate interest of the controller (6(1)(f)) synthesise the exhaustive list of grounds for lawful processing of personal data.
A new addition is article 7 GDPR, the conditions for consent. As a general comment, despite the broad criticism on over-relying on consent as a legal ground, the EU regulator chose to emphasise the consent ground with a separate provision. This choice of further specification of the consent ground is on the one hand partly justified by the wide discussions on the conditions for a valid consent (see above). On the other hand, it instigates the risk of being misinterpreted as a prioritisation of consent over the other grounds of art. 6 GDPR.
Framing the balancing act of art. 6(1) (f) GDPR
The final version of the legitimate interest of the controller ground in the Regulation 679/2016 is mostly based on the Directive provision (art.7 (f)). Two novelties are introduced regarding children's personal data, which merit attention from the side of the controller, and the public authorities, which cannot ground their data processing operation on art. 6(1) (f). The provision art. 6(f) GDPR reads:
"(f) Processing is necessary for the purposes of the legitimate interests pursued by the controller or by a third party, except where such interests are overridden by the interests or fundamental rights and freedoms of the data subject which require protection of personal data, in particular where the data subject is a child." Other cases provided in the article were the processing of personal data necessary for the enforcement of the legal claims of the data controller (art. 6(1)(b)(b)), the personal data would be provided by the data subject and the personal data would be used for direct marketing for its own and similar products and services (art. 6(1)(b)(c)), the processing in the context of professional business-to-business relationships (art. 6(1)(b)(d)), and when processing would be necessary for registered non-profit associations, foundations, and charities for the purpose of collecting donations (art. 6(1)(b)(e)). 46 One significant differentiation is the de-linking of the scope of the data subjects' interests, rights and freedoms that should not be overridden, from the material scope of the legal instrument. The legitimate interest of the controller provision (art. 7(f)) of the 95/46/EC Directive referred explicitly to art. 1(1) of the Directive, 47 thus linked the scope of the data subject interests, rights and freedoms to scope of the Directive. The GDPR provision of art. 6(1) (f) drops the reference to the subject matter and refers to 'interests or fundamental rights and freedoms of the data subject which require protection of personal data'. The change in the wording can be considered as broadening of the scope. Any interests, rights and freedoms that merit protection of personal data should be assessed by the controller when considering the legitimate interest ground for its processing activities.
Step one -legitimacy
One of the first questions arising from the legitimate interest ground, also relevant to the different theoretical approaches to the balancing doctrine, 48 is the choice of the legislator of balancing between disparate interests: interests of the controller or a third party on the one hand and rights and freedoms of the data subject on the other. In principle, the disparity leads to the general rule that data subject rights override in principle the legitimate interests of the controller. 49 However, the ground of art. 7(f) implies that a legitimate interest pursued by a controller or a third party can prevail over rights and freedoms of the data subject.
Regarding the interests of the data subject, the WP29 opines that the omission of the word 'legitimate' is intentionally broadening the scope of the data subjects' interests that need to be balanced, so as to include even illegitimate interests of the data subject. The WP29 provides the example of an individual who has committed theft in a supermarket and his interest to have his picture not disclosed in the Internet by the owner of the shop. However, this example does not directly respond to the argument made by the WP29, as the interest of the data subject in this case is still legitimate. The right to protection of personal data is not automatically abolished once the individual has committed an illegal act, theft in this case.
Nevertheless, the argument on the illegitimate interests of the data subject is still valid.
The very choice of 'legitimate' 50 instead of legal interest of the controller is also interesting. A legal interest would be an interest stemming from a legal instrument, reflecting the 'aggregate of the legal relations of a person with respect to some specific physical object or the physical relations of specific objects'. 51 A legitimate interest on the other hand, might not be specifically foreseen in a legal instrument, but in any case has to be in accordance with the law, in the sense that it does not violate the law. 52 As such, the legitimate interest of the controller can be a fundamental right established in the Charter of Fundamental 46 'Legitimate interest' is now 'legitimate interests' in art. 6(1) (f) GDPR, 'overridden by the interests for fundamental rights and freedoms' of the Directive is now 'overridden by the interests or the fundamental rights and freedoms'. The last amendment was also highlighted by the WP29 in its Legitimate Interest opinion. The WP29 indicated that the wording of the Directive was a misspelling ('or' instead of 'for'). Rights, a legal right provided in a Union or national law, or it can be any other interest pursued by the controller (including commercial), as long as it is in line with the law. The nature of the source of the interest of the controller is not important to determine its legitimacy. It does however play a role in the balancing test against the interests, rights or freedoms of the data subject, as we discuss later. The Article 29 Data Protection Working Party (WP29) proposes two conditions for the legitimacy of the interest of the controller. It must represent a real and present interest, and it has to be sufficiently clearly articulated. 53 As it is often in civil law, legal claims have to be real and present. Especially when the interest overrides rights of another party. According to this interpretation of the WP29, a future interest, an interest depending on the fulfilment of a condition or an expectation for an interest is not sufficient under art. 6(1) (f). The broad scope of the concept of legitimate interest of the controller, invites a spectrum of different interests under the legitimate interest ground, as are further discussed in this Working Paper. 
Third parties
The provision of 6(1)(f) GDPR retains the same terminology as regards the legitimate interest pursued by the controller or by a third party. The Directive included the phrase 'by the third party or parties to whom the data are disclosed', but this phrase ('to whom the data are disclosed') is redundant due to the definition for 'third parties' in art. 4 (10). A third party in the GDPR is a natural or legal person, public authority, agency or body, other than "the data subject, controller, processor, and persons who under the direct authority of the controller or processor" is authorised to process personal data. The term is not far from the way it is used in civil law, that is a person which is not party to an agreement. 55 The GDPR explicitly provides that the third party has to be other than the data controller, processor, data subject, and the persons under the direct authority of the controller or processor. In the data protection context, the third party is not part of the relationship data controller -data subject, nor of the relationship data processor-data subject. In practice, it will be challenging to determine who is a third party. The third party would need to be processing data not on behalf of the controller (as it would then be a processor), nor have its own personal data be processed (as it would then be a data subject), but would however need to pursue a legitimate interest to process the personal data of the data subject. The legitimate interest of the third party is distinct from the legitimate interest of the controller (although they both can constitute a ground for lawful processing).
Thus, the third party, needs to have its own separate legitimate interest to process the personal data. This is problematic, as once the 'third party' pursues its own interests to process the data, and is granted access to the data, it will then most likely qualify as a data controller on its own right (provided that the other conditions for the controllership are met). With the definition of the third party included in art. 4 GDPR, the list of potential third parties is shortened due to the broad list of actors that are exempted from the definition of 'third party'. Taking the example of cloud computing environment, searching for possible actors to qualify as third parties could be troublesome. Broader categories such as the Internet users would be perhaps qualify as third parties in that case, but crystallising a legitimate interest pursued by such a broadly defined third party could be problematic. 56 Another actor that could qualify as a third party could be a person that has legal claims against the data subject, and needs therefore to process personal data of the data subject in order to proceed with its legal claims. 57 It is recommended therefore to interpret the provision regarding the third party strictly, as in principle, any third party receiving personal data would be considered a data controller or processor. 
Step two -necessity
Necessity is part of all the grounds of art. 6(1) GDPR, apart from consent. 59 As in the Directive, 60 the legitimacy of the interest pursued by the controller does not suffice for the ground of art. 6(10(f) GDPR to be fulfilled. The processing also needs to be necessary for the purposes of the legitimate interests pursued by the controller or by a third party. Necessary in this case means that processing of personal data is the least restrictive measure to the rights of the data subjects. If there is another way of meeting the legitimate interest pursued by the controller or the third party, that interferes less with the right to protection of personal data of the individuals, then the processing is not necessary. 61 The European Data Protection Supervisor, in a recent background policy paper providing a 'toolkit' for assessing the necessity of a (legislative) measure, characterised the concept of necessity in data protection law as a 'facts-based' concept. 62 Indeed, whether a processing operation is necessary highly depends on the facts of the specific case under examination. But external boundaries to what is necessary in each case are to be set by the principles relating to processing of personal data, provided in art. 5 GDPR, such as lawfulness, fairness, data minimisation, integrity.
4.3.4
Step three -Balancing test 
Further clarifications on the balancing test

Impact assessment
A crucial element of the balancing is the assessment of the impact of the processing operation at stake to the interests, rights and freedoms of the data subject. The impact should be understood as including both benefits and risks to the individual stemming from the processing operation. Risk assessment is not unusual to data and information security. Several methodologies exist for identification, classifica- challenging. First, due to subjectivity involved in such a benefit analysis and second due to the nature of impact on rights and freedoms of individuals.
Bennett and Bayley argue that the legitimate interest ground is structured by a context in which there is 'pro-active assessment of risk' and demonstration of accountability. 69 Although as we said, the assessment goes further than just a risk assessment, the argument on demonstration of accountability is important. Indeed, in the framework of accountability principle of art. 5(2) GDPR, the concept of legitimate interest is seen as a continuous exercise for the controller to demonstrate the prevailing of his interest over the interests, rights and freedoms of the data subject. This is different from the Data Protection Directive, where accountability of the controller was implied. With the introduction of the accountability principle and the element of demonstration, the controller needs to document the decision (and its justification) to rely on the legitimate interest ground not only at the moment of the decision, but as long as he grounds the processing on the legitimate interest.
What should be the weight of mitigation measures in the balancing test?
There can be two approaches to the balancing test under art. 6(1) (f From a teleological perspective, the WP29 approach fits better with the aim of the protection of the right, not to look at concepts bare from their context, but adopt a more pragmatic approach and investigate the protection and impact on the data subject rights. Thus, including mitigation measures in the assessment would lead to a representation of the actual expected impact of the processing to the data subjects' rights, and would still allow the legitimate interests to prevail. This approach does not 'punish' the controller that takes mitigation measures and safeguards, by not including them in the balancing test. On the contrary it encourages the controller to do so. On the other hand, one should keep in mind that the weight of future safeguards and mitigation measures is always relevant to their realisation and effectiveness. Such measures therefore should be considered, but not play a significant role in determining to which side the scale leans.
Reasonable expectations of the data subject
A new concept in the GDPR is the reasonable expectations of the data subjects based on the relationship with the controller. 71 The Even though included only in a recital of the fi nal text of the GDPR, the reasonable expectations criterion will be a signifi cant element of the balancing test. According to this criterion, the controller would need to assess whether the data subject reasonably expects the collection of the personal data at the time and the context of the collection for the specifi c purpose. 76 The example of a client-provider relationship stands out in that respect. When an individual orders online a product, he would expect that the service provider would process his personal data. The controller pursues the interest to conduct business 77 and carry out the product order. 78 A reasonable expectation relates strongly to the circumstances before the processing takes place, including the provision of clear and timely information to the data subject. A reasonable expectation of processing therefore relates to the foreseeability and acceptance from the side of the data subject of the processing operation. While the foreseeability needs to be articulated objectively (clear, timely, and transparent information notice, justifi ed for the purposes it serves, etc.) by the data controller, the acceptance of the data subject can also be implied (otherwise, we would refer to 'consent').
Scholars raise a flag of overlying on reasonable expectations; what is reasonable might be influenced by previous (not necessarily fair) practices of dominant players in a fi eld.
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Figure 1: Conceptualisation of the balancing act framework of art. 6(1) (f) GDPR 76 Recital 47 GDPR 77 Article 16 of Charter of Fundamental Rights EU provides "The freedom to conduct a business in accordance with Union law and national laws and practices is recognised." 78 In Google Spain and Google case, the Advocate General recognised the fundamental right to conduct business, established in art. 16 Charter of Fundamental Rights, as within the meaning of legitimate interests of Article 7(f) of the Directive. The AG opined that "an internet search engine service provider lawfully exercises both his freedom to conduct business and freedom of expression when he makes available internet information location tools relying on a search engine." 79 Zingales argues that "consumers tend to recognize the rules and policies adopted by the dominant players as part of the general cultural and societal expectation". Arguably, this could lead, according to Zingales, to contractual practices being used as a shield against certain contractual obligations used in the market. Zingales N. "Unreasonable v. Unfair Data Processing: Contrasting Two Rising Modes of Protection Against Over-reaching Terms of Service", unpublished paper presented in Amsterdam Privacy Conference 2015.
6. Understanding the legitimate interest ground in the wider context of the GDPR
The right to access and the right to object
If processing takes place based on the legitimate interest of the controller or a third party, the GDPR provides the data subject with safeguards, aiming to counteract the interference with the data subject's interests, rights, and freedoms. Article 13 GDPR which concerns the information to be provided where personal data are collected from the data subject and art. 14 concerning the information to be provided where personal data have not been obtained from the data subject, establish the obligation of the controller to inform the data subject that the processing is based on the ground of art. 6(1) (f), the legitimate interests pursued by the controller or a by a third party. 80 This is an additional obligation to the disclosure of the legal basis of processing. 81 The controller needs to inform the data subject on which are the legitimate interests that the controller or the third party pursues and prevail over the rights of the data subject. De
Hert and Papakonstantinou draw attention to the exception to the information obligation of the controller in the cases that 'the data subject already has the information', 82 as such broad exemptions could render in practice the right to information irrelevant. 83 The provision of this information is a prerequisite for the exercise of the right to object.
The right to object to processing based on the legitimate interest of the controller (or a third party) is established in art. 21 GDPR. This is not a new provision in the EU data protection law. 84 What is new is the reversal of burden of proof. In art. 14 of the Data Protection Directive, the data subject could object on compelling legitimate grounds and the controller would stop processing those personal data if the objection would be justified. Art. 21(1) GDPR provides:
"The controller shall no longer process the personal data unless the controller demonstrates compelling legitimate grounds for the processing which override the interests, rights and freedoms of the data subject or for the establishment, exercise or defence of legal claims"
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Once the data subject objects, the controller is obliged to stop processing the personal data, unless the controller demonstrates compelling grounds for processing. The data subject's right to have his personal data not processed based on the legitimate interest of the controller is granted ab initio. 86 The compelling grounds provided by the controller need to override the interests, rights and freedoms of the data subject or to be important for legal claims. A new element in the legislation is the use of personal data for legal claims. 87 If interpreted broadly, the 'legal claims' term could include a broad range of cases, and could leave room for misuse, or even abuse by data controllers in bad faith. It should be accepted, that such legal claims should stem from the relationship of the controller with the data subject. There should also be a strong causal link of the claim with the personal data at stake. This means that the legal claim cannot be otherwise established, exercised or defended unless the objected processing of personal data takes place ('compelling'). Both rights to information and to object are granted along the other data subject rights (access, restriction of processing, erasure, etc.). Data protection principles of art. 5 GDPR and the accountability principle constitute a framework of safeguards for the data subject.
Processing of sensitive data and further processing on the ground of legitimate interest
The provision on processing of special categories of data is enriched in the GDPR with the introduction of genetic and biometric data, as distinct categories from the data concerning health. Although the legitimate interest of the controller is not as such a ground constituting an exception to the general prohibition of processing of sensitive personal data in art. 9(1), elements of the legitimate interest ground can be identified in two of the grounds of art. 9(2) GDPR. First, there is the 'legitimate activities' by a non-for-profit body ground. 88 The legitimate activities is closely linked to the legitimate interest of art.6 (1) (f) ground, but it has more limited scope ('activities' instead of 'interests') and is conditioned on appropriate safeguards, the type of the controller (non-for-profit body), the aim of activity of the controller ('political, philosophical, religious or trade union') and the relationship of the data subjects with the controller (members, former members or persons with regular contact with the controller). The other ground of art.9 is the ground of establishment, exercise or defence of legal claims. 89 The legal claims usually fall within the legitimate interest of a controller (as is also obvious in the right to object provision), although it also includes not only claims of the controller, but also of the data subject. 90 The careful and limited introduction of elements of the legitimate interest of the controller ground in the processing of sensitive data confirms the aim of the GDPR to impose a stricter regime to the processing of such data and offers a good example for comparison with the broader and more flexible conditions of art. 6(1) (f) 91 Regarding further processing, the GDPR makes use of the criterion of reasonable expectations of the data subject also in the case of further processing. 92 If the data subject, does not reasonably expect the further processing given the circumstances of each case, then further processing is not allowed with the original legal ground for processing. A critical issue is what can be considered as 'compatible' with the original purposes. Apart from the criterion of 'reasonable expectations' other criteria can also help the controller determine the compatibility of original with further processing purposes. Any links between the purposes, the context in which the personal data have been collected, the nature of the personal data, the consequences to the data subjects and the existence of safeguards in both original and further (intended) processing. 93 The controller needs therefore to conduct comprehensive compatibility and impact assessment before engaging in any further processing. The GDPR regards the indication and transmission of criminal acts or threats to public security in individual cases or in several cases relating to the same criminal act or threats to public security to as being in the legitimate interest pursued by the controller.
It recognises however that often such disclosure of personal data could be incompatible with 'legal, professional or other binding obligation of secrecy' and thus includes an exception to the compatibility rule, when such obligations are involved and conflict with the processing. 
Children and public authorities
Children are vulnerable to risks such as unwanted dissemination of their personal data on online social networks, targeted advertising, 94 but also to online and offline abuse, cyberbullying, and others. In line with the increased attention, the GDPR draws to the protection of children, 95 the provision of art. 6(1) (f) puts emphasis on the balancing when the data subject is a child ('in particular when the data subject is a child'). When the data subject is a child, this is an element that should weigh in the balancing test in favour of the interests, rights and freedoms of the data subject. The GDPR includes the condition on children only in the legitimate interest ground of art.6 and consent (art. 8). This heightened protection for children comes to outweigh the vulnerability of children as data subjects -in the form of information asymmetry, exercise of data subjects' rights to access, object etc. -as opposed to data controllers, that may be organisations and corporations such as online social networks and search engines. A practical difficulty for the controller in applying the special attention to the rights of the children, is that the age of the data subject, which is personal data, requires that the controller already engages into a processing operation,
i.e. collection of the information, for which the controller already needs a legal ground.
Another novelty is the non-applicability of the legitimate interest of the controller ground to public authorities. The final text of the GDPR does not allow public authorities to use the legitimate interest ground for data processing activities in the performance of their tasks 96 Public authorities may however use the one of the other grounds for lawful processing of art. 6 GDPR. 'European justice is a fundamental guarantee for the application of the rule of law and democracy.
Court of Justice of the EU: landmark cases, but few 'concrete' answers for legitimate interest ground
But it is also a major factor of adjusting the legislative choices to ongoing societal changes. The institutional setup is such that calls for the European judge to make sure that legislative solutions adopted under given circumstances maintain their value even in view of novel phenomena.' Despite the significance of the judgements in the data protection field, the CJEU did not have many occasions to interpret the ground of art. 7 (f) of the Data Protection Directive, and in the few occasions there was such an opportunity, it was not fully exploited. The CJEU missed for instance the opportunity to interpret the necessity condition of the ground in the ASNEF case. It provided some answers however in the recent Breyer case. The following cases are the most relevant jurisprudence with focus on the ground of legitimate interest. They are presented here aiming at exploring the stance of the CJEU on the matter under discussion.
7.1 ASNEF case: legitimate interest ground is not strictly for personal data appearing in public sources
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The CJEU was asked to issue a preliminary ruling referred by the Supreme Tribunal Court of Spain.
The parties in the two joined cases were the Asociación Nacional de Establecimientos Financieros de
Crédito ( The Supreme Court of Spain took the view that such restriction in the Spanish Decree is a barrier to the free movement of personal data, which is incompatible with the Data Protection Directive. Since the outcome of the cases depended to the interpretation of the Directive, the court referred two questions to the CJEU. The first question related to the interpretation of art. 7(f) as allowing the processing of personal data necessary to pursue a legitimate interest of the controller or of third parties when fundamental rights and freedoms are not being prejudiced, and the data to be processed appear in public sources. The second question referred to whether art. 7(f) of Data Protection Directive had direct effect. 
Ruling
The Court confirmed that the list of grounds for lawful processing of art. 7 Data Protection Directive is exhaustive and restrictive. 103 Member States therefore cannot include additional grounds or provide for additional requirements amending the scope of a principle of art.7. Guidance and national measures which provide a clarification of the ground are in line with the Directive. Regarding the content of the legitimate interest ground, the Court found two conditions that must cumulatively be fulfilled. The first is the necessity condition. The processing needs to be necessary for the legitimate interests of the controller or third 101 Joined Cases C-468/10 and C-469/10, ASNEF 102 The direct effect of EU law is a fundamental principle of EU law, which enables individuals to immediately invoke European law before courts, independent of whether national law exists http://eur-lex.europa.eu/legal-content/EN/TXT/HTML/?uri=URIS-ERV:l14547&from=EN (accessed 10 September 2016) 103 Joined Cases C-468/10 and C-469/10, para. 30 parties or parties to whom the data are disclosed. The second condition is that such legitimate interests must not be overridden by the fundamental rights and freedoms of the data subject. 104 The Court did not provide further interpretation of the 'necessity' condition. However, it provided further explanation of the second condition.
The Court noted the need for balancing between opposing rights and freedoms included in the second condition of art. 7(f). The ruling went further on to specify that the balancing depends in principle on the individual circumstances of each case. In the context of those individual circumstances, the person or the institution carrying out the balancing test should take account of the data subject's rights of Articles 7 and 8 of the Charter of Fundamental Rights of the European Union. 105 Here the Court included both the right for respect for private and family life and the right to protection of personal data in the scope of the balancing. The reason for the inclusion of both fundamental rights, as provided in the ruling, is the close connection of the right to respect for private life with the right of art. 8(1). 106 The fundamental rights of art. 7 and 8 of the Charter are not absolute rights. Interferences therefore with non-absolute rights can be allowed when the conditions of ar. 52 of the Charter are fulfilled. In the case under discussion, when referring to the limitations to the fundamental right to protection of personal data, the Court recalled art. 8 (2) and art. 52(1). The Court therefore interpreted the balancing condition of art. 7(f) as depending on a case by case basis. The Court kept a reservation ('in principle') for this rule, without however further specifying exceptions. In relation to the elements of the balancing test, the Court said that it is possible to take into consideration the fact that the seriousness of the infringement can vary depending on whether the data in question already appear in public sources.
The Court replied to the first question that Article 7(f) of Directive 95/46 must be interpreted as precluding national rules to require not only that the fundamental rights and freedoms of the data subject be respected, but also that those data should appear in public sources, thereby excluding, in a categorical and generalised way, any processing of data not appearing in such sources. 107 In addition, the reply to the second preliminary question regarding the direct effect of the art. 7(f) of the Directive, the Court found that the art.7(f) has direct effect.
AEPD v. Google case: the balancing tests depends in principle on individual circumstances
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The Audiencia Nacional (Spanish national high court) requested a preliminary ruling concerning the application of the Directive 95/46/EC to Internet search engines and the right to be de-listed from the search results. The case was about a decision of AEPD, the Spanish Data Protection Authority, upholding a complaint of a Spanish citizen against Google Spain and Google Inc. and ordering Google Inc. to 'adopt the measures necessary to withdraw personal data relating to Mr Costeja González from its index and to prevent access to the data in the future'. In short, the preliminary questions related to the interpretation of the territorial application of the Data Protection Directive, the activity of search engines as providers of content in relation to the Directive and the scope of the right to erasure. 109 The Advocate General (AG) in his Opinion recognised that the provision of Internet search engine services falls within the legitimate interests of the controller ground for lawful processing (art. 7(f) Directive). Further on the AG provided that this activity breaks down to three purposes:
'(i) making information more easily accessible for internet users; (ii) rendering dissemination of the information uploaded on the internet more effective; and (iii) enabling various information society services supplied by the internet search engine service provider that are ancillary to the search engine, such as the provision of keyword advertising.'
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The AG related those purposes to freedom of the Internet users to receive information (art. 11 Charter), freedom of expression (art. 11 Charter) and freedom of the search engine service provider to conduct business (art. 16 Charter).
The judgement did not explicitly uphold the AG arguments on the legitimate interest of the Internet search engine providers. It limited the references to the legitimate interest ground of art. 7(f) to what was strictly necessary for the judgement. The Court referred to the two cumulative conditions of the legitimate interest ground and confirmed the requirement for a balancing test in the second condition ("except where such interests are overridden by the interests for fundamental rights and freedoms of the data subject").
As in the ASNEF case, the Court provided that the balancing test depends, in principle, on the individual circumstances of each case, stressing at the same time the need to consider the data subject's rights of art. 7 and 8 Charter. October 1995 on the protection of individuals with regard to the processing of personal data and on the free movement of such data must be interpreted as meaning that the operation of a camera system, as a result of which a video recording of people is stored on a continuous recording device such as a hard disk drive, installed by an individual on his family home for the purposes of protecting the property, health and life of the home owners, but which also monitors a public space, does not amount to the processing of data in the course of a purely personal or household activity, for the purposes of that provision."
does not elaborate on the balancing test, it uses the legitimate interest ground to show that even when the Directive 95/46/EC applies (thus not under the household exemption), the interests of the controller are co-considered in the provisions of the law. The Court gave a broader role to the legitimate interest ground, the one of bringing the balance among conflicting interests and rights, and reminded us the relativity of the right to protection of personal data.
7.4 BREYER case: ensuring operability of online media services may constitute a legitimate interest
The German Federal Court of Justice requested a preliminary ruling on a case concerning a German citizen (Breyer) seeking a prohibitory injunction against the Federal Republic of Germany for storing IP addresses. 116 Breyer required the Federal Republic to refrain from storing, or arranging for third parties to store, the IP address of the host system from which he sought access, except when necessary to restore the availability of the telemedium in a case of a fault. The Advocate General in his Opinion delivered in May 2016 proposed:
"Article 7(f) of Directive 95/46 must be interpreted as meaning that the objective of ensuring the functioning of a telemedium can, in principle, be regarded as a legitimate interest, the purposes of which justify the processing of personal data, subject to an assessment that that interest prevails over the interests or fundamental rights of the person concerned. A national provision which did not allow that legitimate interest to be taken into account would be incompatible with that article"
The Advocate General classified the functioning of a telemedium among the legitimate interests of art. "Article 7(f) of Directive 95/46 must be interpreted as precluding the legislation of a Member State, pursuant to which an online media services provider may collect and use personal data relating to a user of those services, without his consent, only in so far as that the collection and use of that data are necessary to facilitate and charge for the specific use of those services by that user, even though the objective aiming to ensure the general operability of those services may justify the use of those data after a consultation period of those websites."
The Court therefore confirmed with its ruling, first, the opinion of the AG as to the case-by-case element of the legitimate interest ground ("in a particular case"). Second it confirmed the ASNEF case approach about the (lack) of powers of the Member States to restrict the scope of the legitimate interest ground.
Third, it confirmed the approach of the Court in the RYNES case, namely that the legitimate interest ground guarantees that the (legitimate) interests of the data controller are not disregarded, but considered and balanced against the interests, rights and freedoms of the data subject. In addition, the case offers a new example of a legitimate interest of art.7 (f), not examined by the CJEU in this context before. That is the interest of an online media service provider to collect and use data relating to the use of online media services that are necessary to facilitate and charge for the specific use of the services by the user, with the aim to ensure operability of those services.
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7.5 RIGAS SATIKSME case: suing the data subject for property damages is a legitimate interest
The case (Rīgas satiksme) 121 concerned a request of a Latvian Court for a preliminary ruling on whether the phrase of art. 7 (f) Directive 95/46/EC 'is necessary for the purposes of the legitimate interests pursued by the third party or parties to whom the data are disclosed' should be interpreted as to allow National Police to disclose personal data to the public transportation company of Riga (Rīgas satiksme)
in the civil proceedings.
Facts
A car accident occured in Latvia, after the passenger of a taxi opened the door of the vehicle while a trolleybus of the company Rīgas satiksme was passing next to the taxi. Initially the company sought damages against the taxi driver. The latter however claimed that the passenger was liable for the damages caused to the trolleybus. When Rīgas satiksme requested the personal data of the passenger from the national police, the latter provided the first and last name of the taxi passenger, but declined to provide the identity document number and the address of the passenger. The trolleybus company brought an administrative law action against the competent Administrative Court of Latvia, which at first instance, upheld the action of the trolley company and ordered the national police to provide the requested information.
The national police appealed against the ruling, and requested the opinion of the national Data Protection
Agency. The latter opined that the national Data Protection Act cannot be used as a legal basis to provide personal data, as the law does not oblige the controller to process the data, but "simply permits it' 122 .The referring court however takes the view that in order to bring a civil action the applicant would need to know the residence of the taxi passenger. Following that, the referring court had doubts over the interpretation of the 'necessity' concept of art. 7 (f) of the Data Protection Directive 95/46/EC. 
Court Ruling
The CJEU ruled that art. 7(f) of the Directive 95/46/EC expresses the possibility of processing data such as "the communication to a third party of data necessary for the purposes of the legitimate interests pursued by that third party". 123 Thus, there is no obligation to process the personal data on the basis of art. 7(f). This does not mean however that art. 7(f) precludes such processing if the conditions set in the article are met.
The Court went on to examine the three cumulative conditions of the legitimate interest ground. The first condition is the pursuit of a legitimate interest by the data controller of by the third party or parties to whom the data are disclosed. The Court confirmed AG's opinion by ruling that "there is no doubt that the interest of a third party in obtaining the personal information of a person who damaged their property in order to sue that person for damages can be qualified as a legitimate interest" 124 Regarding the necessity condition, the Court reinstated that limitations to the protection of personal data must take place only in so far as is strictly necessary. In the case of the provision of the first and last name of the taxi passenger however, the Court found that merely those data do not make it possible to identify the passenger with 'sufficient precision' in order to bring action against him. In that sense, the Court identified a 'functional element' in the necessity condition of art. 7(f). As for the third condition of the legitimate interest ground, the Court followed the Breyer case argumentation, and ruled that the balancing of the opposing rights and interests depends "in principle on the specific circumstances of the particular case". 125 The Court, however, provided an additional criterion for consideration in the balancing act, and in particular, the seriousness of the infringement to right to protection of personal data; namely, the possibility of accessing the data public sources. The Court referred to the ASNEF case, which also provided that the "seriousness of the infringement of the data subject's fundamental rights resulting from that processing can vary depending on whether or not the data in question already appear in public sources" 126 .
Remarks
The above cases are not providing elaborate interpretation of the legitimate interest ground, but a fragmented compilation of elements that are part of the legitimate interest ground and its components, namely the legitimacy of the interest of the controller or the third party, the necessity and balancing act.
The recent Breyer case seems to show a new stance from the CJEU not to miss opportunities to provide interpretation of the legitimate interest ground, as in ASNEF case. In replying the second question for preliminary ruling, the Court could have just assessed whether the national German law restricts the scope of the legitimate interest ground of the Directive. However, the Court went further to clarify that under conditions, the data used by online media service providers to ensure operability of such services could serve a legitimate aim. The Rigas Satiksme case is a prominent example where the CJEU interpreted the three conditions of the balancing test of art. 7(f) of the Directive. Such interpretations are more than valuable. Despite that all the above case law refers to the Directive, the small changes of the provision in the GDPR text, render the case law findings a good first basis for interpretation also of the GDPR legitimate interest ground. As seen in the previous section, a broad variety of interests can be brought under the legitimate interest ground. The ultimate reality check of the legitimate interest ground in the GDPR is done by the judicial authorities. The national courts and the Court of Justice of the EU will be the gatekeepers of the correct implementation of the GDPR, but also of what Skouris says "to adjust the legislative choices to societal challenges". Prior to that, supervisory authorities, the controllers, the data subjects, are called each one from a different perspective, to check whether the provision is applied in a harmonised way, whether the data subject rights are protected and whether processing based on the legitimate interest ground can allow business models to develop, while respecting the right to protection of personal data of the individuals.
The aim of this sub-section is to illustrate some of the questions, prepositions and practical issues regarding the application of the legitimate interest ground in several cases. As a starting point we take the examples provided in the Recitals of the GDPR and further elaborate on them. In the recitals of the GDPR, 127 we see a first distinction of legitimate interests of the controller, that is those that constitute prima facie 'legitimate interest' overriding the data subjects' interests, rights and freedoms, and the ones that may override the interests of the data subject. It should be noted that the first category is in principle considered as a legitimate interest, even though the GDPR relates it to a series of conditions (strictly necessary, proportionate) and it should be contextualised. processing for the purpose of ensuring network and information security, could be regarded as necessary, when for instance there is an ongoing attack or an identified threat. The critical issue with network and information security purposes will be the balancing stage, which will determine whether and to what extent such purposes pursued by the controller or a third party can prevail over the interests of the data subject. Processing for information security purposes should not be abused as a generic clause that fits all cases.
In practice, it is rare that only the controller runs the information security activities. The processor should also provide sufficient guarantees to implement appropriate technical and organisational measures (art.
28 GDPR). In fact, often it is a processor, for instance in cloud computing, that provides the day-to-day information security measures. In addition, the obligation of art. 32 GDPR on secure processing applies to both controller and processor. It follows that the processor may also have a legitimate interest to process data in such cases, but this interest does not qualify to prevail over the interest, rights and freedoms of the individual based on art. 6(1) (f) GDPR. It should however be accepted that such processing activity aligns with the legitimate interest of the controller for information security, and subsequently, covered by this concept.
Another case is the prevention of fraud (Recital 47 GDPR). A processing operation which supports such purposes, is unlikely to be based on one of the other grounds of art. 6 GDPR. Consent of the data subject -who in the case of fraud investigation is the suspect criminal -will most probably not be provided by the data subject, by exercising its right to non-self-incrimination. Contract, vital interest, and public interest grounds are not relevant, with the exception of public interest when fraud is committed or attempted against the public sector. The only alternative to legitimate interest of the controller ground in the case of the prevention of fraud or crime in general, is the compliance with a legal obligation to which the controller is subject. Nevertheless, such obligation is often difficult to be established in the preliminary stages of a criminal investigation. The legitimate interest of the controller would qualify for the prevention of fraud, on the condition that the requirements are met and the principles of art. 5 GDPR are respected. A generic 'prevention of fraud' purpose is not a legitimate interest prevailing over the data subject's interests. Specific circumstances that justify the processing for the prevention of fraud in each case as the proportionate measure are necessary.
Big data and profiling
In a recent study, Moerel and Prins pinpoint deficiencies of legal norms of the data protection regulatory framework in Europe. One of the examples the authors put forward is the new age of systems based on algorithms, that are able to combine and analyse vast amounts of data gathered from numerous sources.
This activity brings, according to the authors, the legitimate interest of the controller to the forefront. The authors propose a test based on the legitimate interest ground for data collection and processing purposes. Other scholars suggest that "personal data processing for behavioural targeting that involves tracking people over various Internet services cannot be based on Article 7(f) of the Data Protection Directive, necessity for the legitimate interests of the controller".
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The above discussion reflects two things: first that the processing personal data in the case of profiling, for instance for direct marketing purposes, may be a legitimate interest pursued by the controller. Recital 47 of the GDPR provides that "the processing of personal data for direct marketing purposes may be regarded as carried out for a legitimate interest." Second, is that the opinions on whether the legitimate interest ground is an appropriate legal basis for processing are diverse. It is not far reaching to assume, a similar multi-vocal approach from the part of the supervisory authorities. For instance, the UK Information Commissioner (ICO) suggests that "an organisation may have a number of legitimate interests that could be relevant, including, for example: profiling customers in order to target its marketing; preventing fraud or the misuse of its services; physical or IT security". At the same time, other DPAs might take be more reluctant to point towards the direction of legitimate interest ground in the case of big data, profiling, but even marketing. In general, despite that in the case of big data, legal bases such as 'consent' might be difficult, we are not convinced that the legitimate interest ground is appropriate for each case of big data profiling. Instead, due to the problematic application of some of the personal data principles (such as purpose limitation and specification) 133 in the big data context, the risk for the (un)lawfulness of processing is increased.
Conclusions
The methodological tool of balancing is fundamental in the EU law to achieve a proportionate result between conflicting (or else 'competing') rights. The EU data protection law, both the Data Protection Directive and the new General Data Protection Regulation, introduce the proportionality principle in the grounds for lawful processing, in art. 6(1)(f), the legitimate interest of the controller ground. The rationale of the legitimate interest ground is that under certain conditions such interests might be strong and justified enough to prevail over the interests, rights, and freedoms of the data subject. When and how the prevailing can take place under the GDPR provisions is not a one-dimensional assessment.
The legitimate interest ground as provided in the previous regime of the Data Protection Directive, has been criticised as a 'loophole' in the EU data protection law, as being vague and flexible to allow for broad interpretations under what may constitute a legitimate interest of the controller or a third party. The Regulation does not substantially alter the wording of the relevant provision in relation to the Directive. In fact, the examples of legitimate interest provided in Recitals of the GDPR partially confirm the above critique referring to a broad range of interests that can 'slip through' under the provision of art. 6(1)(f) GDPR. Network and Information Security, anti-fraud measures to internal administrative purposes within a group of undertakings or direct marketing (Recitals 47-49) demonstrate this argument. However, we do not agree with that the legitimate interest ground is a loophole in the EU data protection law. First, the ground is not a self-standing provision, but one of the 'safeguards' established in the EU data protection secondary law, aiming to protect the fundamental right of art. 8 Charter. As such, the ground should be read through the lens of the data protection principles of art. 5 GDPR (i.e. lawfulness and fairness of processing). In that respect, the GDPR introduced a significant improvement in relation to the Directive; that is the principle of accountability: the positive obligation of the controller to respect, comply, document and demonstrate compliance with the Regulation. Along with the data protection principles, the legitimate interest ground 'boundaries' are framed by the art. 8 of the Charter. Thus, even if the interests of the controller prevail over the data subject's interests in one specific occasion, this only means that the controller has a base for lawful processing of the data subject's personal data. The ground and the weighing included in the provision should not be seen as having a broader effect than they have. The interests, rights and freedoms of the data subject are not abolished. On the contrary, once the controller is subject to the GDPR, he or she 133 Tene and Polonetsky characterise the relationship of data minimization with big data business models as antithetical. Tene and Polonetsky (2013) needs to comply with his or her legal obligations derived from the Regulation, including the data subject rights, the organisational and technical measures and the whole set of obligations established in the GDPR.
This brings us to the second point. The legitimate interest ground is first necessarily determined by the controller himself or herself. It is of utmost importance that the supervisory authorities (DPAs), and subsequently the national courts, thoroughly check the continuous justification of the ground for as long as the processing takes place on the basis of this ground.
Ultimately, the CJEU will play a significant role in interpreting the provision in line with the Charter, but also the societal needs and technological emergence. To date, the Court has delivered marked decisions in the EU data protection law field, but has not fully taken the opportunity to interpret the legitimate interest ground. The recent Breyer and Rigas satiksme cases, showed the intention of the Court to provide answers.
In this contribution, we suggested a formalisation of the legitimate interest ground steps towards the decision of the controller on whether to base his or her processing on the legitimate interest ground. The proposed three steps and their components are informed primarily by the GDPR provision of art. 6(1) (f), the GDPR recitals, but also other sources, such as guidance provided by the WP29 and the European Data Protection Supervisor. Such a framework, with its essential components ('reasonable expectations of the data subject', impact assessment, and others), provides tools to protect against controllers in bad faith, who are over-broadening the concept of legitimate interest, and help controllers in good faith, make a proper decision on whether the ground of art. 6(1) (f) is an appropriate legal basis for their intended personal data processing activity. 
